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DETAILED ACTION 

This is a first Office action on the merits of this application. Claims 1-20 are 
presented for examination. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

1 . Claim 2 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

The term "substantially" in claim 2 is a relative term which renders the claim 
indefinite. The term "substantially" is not defined by the claim, the specification does 
not provide a standard for ascertaining the requisite degree, and one of ordinary skill in 
the art would not be reasonably apprised of the scope of the invention. 

2. Claims 1-12 and 18-19 are rejected under 35 U.S.C. 112, second paragraph, as 
being incomplete for omitting essential steps, such omission amounting to a gap 
between the steps. See MPEP § 2172.01 . 

Claim 1 describes in the preamble "a method of sending network device 
instructions to a network device." However, the body of the claim does not describe 
either a "network device instruction" or a "network device." Thus, the claim lacks the 
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essential steps linking the network device mentioned in the preamble with the steps 
claimed in the body of the claims. 

In further discussing claim 1 , the claim also lacks essential steps of deriving 
proxy agent instructions from the application instructions, which would be necessary to 
carry out the step of "uploading proxy agent instructions derived from the application 
instructions to a mail server," and of downloading the proxy agent instructions by a 
proxy agent, which would be necessary to carry out the step of "confirming that the 
proxy agent instructions have been downloaded by a proxy agent." The claim is 
confusing without these essential steps, and the invention as claimed would not operate 
without these steps. 

Claims 2-12 and 18 depend from claim 1 and are therefore rejected as well. 

Claim 19 suffers from the same shortcomings as claim 1 , and is thus rejected for 
the same reasons. 

In a similar manner, claim 5 describes "determining the proxy agent that is 
associated with the network device," but does not describe associating a proxy agent 
with a network device. 

Furthermore, claim 6 describes, "specifying the address of the proxy agent that is 
to execute the proxy agent instructions," but does not describe selecting or choosing a 
proxy agent is to execute the proxy agent instructions. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-1 1 and 13-20 are rejected under 35 U.S.C, 102(e) as being anticipated 
by UHeureux et al. (U.S. Patent No. 6,697,942, hereinafter "UHeureux"). 

In considering claim 1, UHeureux discloses a method of sending network device 
instructions ("commands") to a network device ("DET") comprising: 

Receiving an application instruction generated by an application (col. 5, lines 40- 
42, 55-59, wherein "GUI software 20" is used to "construct a complex message," which 
is received by a "command formatter 220"); 

Uploading proxy agent instructions derived from the application instructions to a 
mail server (col. 5, lines 55-67, col. 6, lines 1-5, wherein the "command formatter 220" 
converts the application instructions into "multiple data-type commands" and those 
commands are uploaded to the "SMTP server"); and 

Confirming that the proxy agent instructions have been downloaded by a proxy 
agent (col. 6, lines 14-23, 29; col. 8, lines 48-50, wherein the e-mail is "downloaded" to 
the in-box at the DET, and the DET "automatically generates and sends a return e-mail 
message confirming at the embedded DET commands have been executed properly"). 
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In considering claim 2, Examiner has interpreted the term "substantially the 
same" as simply meaning "the same." Thus interpreted, UHeureux further discloses 
that the proxy agent instructions are the same as the application instructions (both are 
instructing the DET to perform the command). 

In considering claim 3, L'Heureux further discloses encrypting the proxy agent 
instructions (col. 7, lines 60-63, wherein a "security key block" is used to encrypt the 
message). 

In considering claim 4, L'Heureux further discloses authenticating the proxy 
agent instructions (col. 8, lines 4-5, "the decryption module 322 validates the 
message"). 

In considering claim 5, UHeureux further discloses determining a proxy agent 
that is associated with the network device (col. 6, lines 1-11, wherein the POP server is 
the proxy agent, and the system determines the POP server associated with the 
device). 

In considering claim 6, UHeureux further discloses specifying the address of the 
proxy agent that is to execute the proxy agent instructions (col. 6, lines 60-65, wherein 
the in-box is the proxy agent and the sender specifies the address of the user's inbox). 
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In considering claim 7, L'Heureux, further discloses that confirming that the 
instructions have been downloaded by a proxy agent includes receiving an 
acknowledgment from the proxy agent that the instructions have been received (col. 8, 
lines 47-50, wherein the proxy agent is the user's e-mail program and it sends a 
confirmation message to the sender that the "DET commands have been executed 
properly"). 

In considering claim 8, L'Heureux further discloses that the mail server sends the 
proxy agent Instructions to a proxy agent mail server from which the proxy agent may 
download the instructions (col. 6, lines 4-5, 13-14, 20-22, "SMTP server 130 then 
transfers the e-mail message to the target recipient's POP server 160," and "the e-mail 
message will be downloaded in the customary manner"). 

In considering claim 9, L'Heureux further discloses that the proxy agent 
downloads the instructions directly from the mail server (col. 5, lines 5-6, "the SMTP 
server 130 and the POP server 160 may be co-located" such that the messages are 
downloaded directly from the SMTP server). 

In considering claim 10, L'Heureux further discloses that the proxy agent 
instructions are associated with a session identifier (col. 9, lines 4-10, wherein the "Data 
type x-clipmail identifies an e-mail message segment containing DET commands"). 
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In considering claim 11, UHeureux further discloses that the proxy agent 
instructions are associated with a session identifier and wherein the session identifier is 
used to identify the proxy agent instructions downloaded by the proxy agent (col. 9, 
lines 4-10, wherein the "Data type x-clipmail identifies an e-mail message segment 
containing DET commands"). 

In considering claim 13, UHeureux discloses a method of receiving network 
device instructions ("commands") for a network device ("DET") comprising: 

Downloading a message from a mail server (col. 6, lines 12-14, "the next time the 
target recipient logs into the POP server 160 for an e-mail session, the e-mail message 
will be downloaded"), the message including the network device instructions (col. 5, 
lines 55-67, "command"); 

Authenticating the message (col. 8, lines 4-5, "the decryption module 322 
validates the message"); and 

Parsing the instruction (col. 8, lines 5-6, "the parser module 312 separates the 
message into command data blocks"). 

In considering claim 14, L'Heureux further discloses that the network device 
instructions are derived from instructions generated by an application (col. 5, lines 40- 
41,55-60, "GUI software"). 
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In considering claim 15, UHeureux further discloses sending an acknowledgment 
that the instructions have been received (col. 8, lines 47-50, "return e-mail message 
confirming that the embedded DET commands have been executed properly," and thus 
implicitly confirming that the instructions have been received). 

In considering claim 16, UHeureux further discloses executing the instructions 
and uploading the results to the mail server (col. 8, lines 47-50, "generates and sends 
return e-mail message confirming that the embedded DET commands have been 
executed properly"). 

In considering claim 17, L'Heureux further discloses managing a network 
according to the network device instructions (col. 4, lines 10-15; col. 5, lines 33-46, 
wherein configuring the remote computer constitutes managing the network). 

In considering claim 18, L'Heureux further discloses gathering network data 
according to the network device instructions and reporting the results (col. 8, lines 47- 
50, wherein the network device "generates and sends return e-mail message confirming 
that the embedded DET commands have been executed properly" thereby gathering 
data regarding the results of the command and reporting the results to the sender). 
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In considering claim 19, L'Heureux discloses a proxy agent manager ("PC") for 
sending network device instructions ("commands") to a network device ("DET") 
comprising: 

An application interface ("command formatter 220") configured to receive an 
application instruction ("command") generated by an application ("GUI," col. 5, lines 25- 
30, 40-41,55-60); and 

A mail server interface ("SMTP server 130") configured to upload proxy agent 
instructions derived from the application instructions to a mail server and configured to 
confirm that the proxy agent instructions have been downloaded by a proxy agent (col. 
6, lines 1-5, 20-22, 29; coL 8, lines 47-50, wherein the server uploads the instructions 
and wherein the proxy agent at the DET responds with a confirmation through the same 
e-mail servers). 

In considering claim 20, L'Heureux discloses a network device for executing 
instructions from a remote manager comprising: 

A mail server interface configured to download a message from a mail server 
(col. 6, lines 12-14, "the next time the target recipient logs into the POP server 160 for 
an e-mail session, the e-mail message will be downloaded"), the message including the 
instructions (col. 5, lines 55-67, "command"); and 

A processor configured to authenticate the message and to parse the instructions 
(col. 8, lines 4-6, "the decryption module 322 validates the message, the parser module 
312 separates the message into command data blocks..."). 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over 

L'Heureux, in view of features that are well known in the art. 

In considering claim 12, although UHeureux discloses using decryption and 

security keys to encrypt and secure messages sent across the network, L'Heureux does 

not disclose the use of a firewall, such that the network device is behind a firewall as 

claimed. Nonetheless, Examiner takes Official notice that the use of Firewalls on the 

Internet and over e-mail systems is well known in the art (for instance, the USPTO e- 

mail system has used firewalls for security since at least 1999). Given this knowledge, 

a person having ordinary skill in the art would have readily recognized the desirability 

and advantages of placing the network device taught by L'Heureux behind a firewall to 

increase security and prevent hackers from accessing the device. Therefore, it would 

have been obvious to place the DET taught by UHeureux behind a firewall. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Bradley Edelman whose telephone number is 703-306- 
3041 . The examiner can normally be reached from 9 a.m. to 5 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glen Burgess can be reached on 703-305-4792. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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